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Welcome

Use LastPass
for Strong
Stress-free
Passwords
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Zoom Setup — GO BIG!

Use Zoom Speaker View
Computer iPad
or laptop

www.SeniorTechClub.com
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Our Workshop
Mission

Effectively manage today’s password challenge
by using super-strong, crazy-random and
unique passwords for every online account
and....

Do it in a stress-free manner!

Our Learning Tools

Zoom Video Platform

Slides — Downloadable from class
page or chat

Demonstrations
Your Questions
“Hey Don” or Chat
Email: don@SeniorTechClub.com

Online Class Page at:
Links.SeniorTechClub.com/SHIFT10

il
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Our Class Page

Find our class page at:
> Links.SeniorTechClub.com/SHIFT10
> Bottom of the Tuesday page

Purpose of the Class Page

> Relevant Information & Links

° Fill in gaps from the online session
> Participate w/o being online

www.SeniorTechClub.com
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LastPass Action Plan

Take Action Starting Today:
VIWhat is LastPass? Why do | need it?
VICreate a LastPass Account
IInstall Extensions and Apps
VIUnderstand the LastPass Vault
VIUsing LastPass — What to Expect

www.SeniorTechClub.com
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LastPass
Poll

7

You Homework
Assignment...

Over the next few days:

1. Create your LastPass account

2. Install the software

3. Capture or Add your First Passwords
4. Access your passwords while browsing

Come back in one week with your
results and questions. (Optional —
Registration required)

Inch
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The Password
Challenge

Oh My, how things
have changed

2/24/2021
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Use Strong Passwords

from SHIFT Workshop—1/27/21

Never use personal information like children’s names
or address information or even car license plate.

Use a longer password. Your password should be at
least six characters long and eight characters is better.

Try to include numbers, symbols, and both uppercase
and lowercase letters.

Avoid using words that can be found in the dictionary,
place names even acronym or common sequences like
“abcdef.”

Random passwords are the strongest.

Don’t use the same password for each account.

il
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Use a Password Manager

To generate, retrieve, and use super-strong,
crazy-random passwords

You only have to remember one strong
password.

LastPass is one of several quality offerings.
Other notable offerings:

1Password, Keeper , Dashlane

il
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Why Not Just Use Your Browser?

Using the password-saving features of your
browser is better than scraps of paper or
sticky notes.

Features that browsers often don’t have:
Password Generation
Sharing
Password Assessments

Other information like bank accounts, payment
cards

il
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Simple Emergency Access to your Digital Life

The type of access needed for your digital estate
handling

il
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Getting
Started with
LastPass

15

Setup LastPass — Computer &
Browser

Two Steps to Put LastPass into

Action if using a computer or
laptop

1. Create a LastPass
Account at: LastPass.com

2. Install the Browser
Extension

www.SeniorTechClub.com
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Setup LastPass - Mobile

Two Steps to Put LastPass into Action
if using a smartpho3ne or tablet

1. Install the Mobile app
|0S/iPhone — Apple App Store
Android — Google Play Store

2. Launch the app and create your
account.

www.SeniorTechClub.com

17

LastPass Accounts

Free Premium Families

Reliable, secure, sy h-device password Secure pasywors
password shanng wath 1G8 of management wih 8
fron encrypted file storage for premium llcenses for eacy

pecsonal seowxity password sharing
so* - s

sa /rrardn 84 Jmenth

Try Free for 30-Days Try Free for 30-Days
IcSudes I ey Wi of Prerhibee
By Now Buy Now

Starting March 16, 2021 LastPass Free will include access on one device

type, i.e. Mobile or Browsers
www.SeniorTechClub.com
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Understanding the Browser
Extension

= G | o /l e G

What the Browser Extension can do:

1. Capture New or Changed Logins & Passwords
2. Fill Logins & Passwords into Login forms

3. Generate Crazy Strong Passwords

Put the Tools You Need Where You Need Them! —
In Your Browser

@ www.SeniorTechClub.com

Understanding Browser Extension

« G |G /l e @

What the Browser Extension can do:
4. Search Vault from the Browser
5. Access the Vault

Sometimes you just need to lookup your logins and
passwords!

@ www.SeniorTechClub.com
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Create LastPass Account

Use your Favorite Web Browser, i.e. Chrome, Safari, MS Edge, FireFox

Go to LastPass.Com

LastPass e s HOWRWOrks  Pricieg  Pesyonel = Deshiess < Log i

Click GetLastPass Free

Complete the Create an account form

Cre ate a n Create an account aGab
Account

www.SeniorTechClub.com

Enter —
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1. Email % Atbenst 1 chacxchers bargy
O Ml | turie
2. Master Password — SN p——
A £ Mieal | openie lahe
make it strong and © Mot yout vt
write it down. You Our advice
have to remember this é':“’:”ﬁ':i"‘i"”"“”"
assword ;
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2. Reminder phrase
et (3T cw A prewsa or note 1 e
. e PO T
4. Sign Up = e
S oomatetry v b Laggee e e et e s Sy
wenl by semgere proreetered ermds, evless |l e
s

.............
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Account Created!

LastRasse ) o

@‘uummmu-nummmm

Welcome to LastPass!

Install the browser extension, then log in using

the account you‘ve just created.
Step #2a
Install LastPass +

O

Al 1o Dyowew

e
s

Inch
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2a — Your Browser Extension

Inch
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2b —Mobile App

‘ LastPass for [Phone/iPad

AR
"' LastPass for Android

www.SeniorTechClub.com

Expect Permission Requests &
Accepts
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Let’s Get Started

After the browser
extension has been
installed you will get
this prompt.

Use this action to test
your extension and add
a password!

27

Let’s Get Started

Weicome to LastPass! Let's pet stared.

W R0 e Yen T r e prssaes.
Chooee s 216 you e

G Gougle 0
n Facehook

@ www.SeniorTechClub.com

1. Click on one of the four
sites to go to that sites
log on page.

2. Log in with your
username and password
w/o any help from
LastPass

3. LastPass will capture your
actions and ask if you
want to save your login
information

Weicome to LastPass! Let's pet stared.

W R0 e Yen T r e prssaes.
Chooee s 216 you e

G Gougle 0
n Facehook

@ www.SeniorTechClub.com
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Click on Netflix

SLrk

www.SeniorTechClub.com
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Successful Capture - Netflix

LastPass caplures your

Legin Information for
Netflix

Celebrate your Successful Installation!

SLrk

www.SeniorTechClub.com
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Using
LastPass

31

Access your LastPass Vault

1. Goto https://lastpass.com and log in using your master
password

2. Click on your browser extension icon (a) in your tool bar and
select (b) Open My Vault .
(b) Open My 0_‘,|

- O
B Copen My vaun o |
©Q  Feteroy Used . |
N N -
O Asdiem .
B  Geneate Leture Fassmerd .
O Securmy Dasncosre EE
. & Accowns Cpneot .
2~ Open your Mobile app
™ ®  Log O dorsampieSsenar TRenout o

www.SeniorTechClub.com
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https://lastpass.com/
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The LastPass Vault

Where you can add, view and manage items that you’ve saved to
LastPass.

Google ® iclowd

- i B Microsoft Google

o 200m
www.SeniorTechClub.com
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More than just storage for your
Passwords

Passwords — the usernames and
passwords of your sites

Notes — Important pieces of text
Pa. . . .
. information, e.g. lists or
@ Passwords ig  important information, e.g.
!‘, insurance policy #’s

< Addresses — Use to help fill out

- forms

8
= Payment Cards — Use to help with

:’ online transactions

# Bank Account — Reference your
bank account numbers and

( contacts
Stei
www.SeniorTechClub.com
34
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More than just Command Central
for your Passwords — There’s More!

Your Vault is o
your storage
container or jiﬁ‘
filing system
for much of =
the important e
informationin
your life!

www.SeniorTechClub.com

LastPass — The Payoff

1. The biggest payoff with LastPass is

using strong passwords without
stress.

2. There is great value to using it to
replace notebooks, sticky notes and
the scraps of paper where your story
important notes. A Go To place for
important information

www.SeniorTechClub.com
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Adding Information to the Vault

1. Capture in the Browser
2. Manually Add Information
3. Import from other Sources

www.SeniorTechClub.com
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Using your Browser Extension to
Capture Passwords

When you log into a site that is not in your LastPass vault, LastPass with
ask you if you want to add the information to the vault.

Be aware of this and DO IT!

www.SeniorTechClub.com
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Manually Add Password
Click Add o

Click Password

URL Address

Name of Site

Username

Password

Save

il

www.SeniorTechClub.com
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Import Passwords from other
sSources

LastPass has recipes to import passwords
from other sources including:

Other Major Password Managers

Browsers, e.g. Chrome, Edge, Safari and
Firefox

Import Lists

Online Class Page:

LastPass — How do | import passwords from other sources into LastPass?
SLrk

www.SeniorTechClub.com
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https://support.logmeininc.com/lastpass/help/import-passwords-from-other-sources-lp040003

Fill Username & Passwords using
LastPass

Automaticallyfill in username and password for a site

zm LUTON » KN AMITTNG HOET A NEETING » BN v

\ Sign In

‘ goodmarionochaub com

www.SeniorTechClub.com
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Fill Username & Passwords using
LastPass

m SN - OMAMGEING  WRTAMIZTINO » SOV

If you have multiple
logins for a site:
1. Click the LastPass kit bt

Sign In

L e PRV TR

icon with the

number badge ——— W
2. Clickon thedesired e | rmmonce

login that you wish o pvmnind| T s s

to use.

www.SeniorTechClub.com

21



2/24/2021

Generate a Strong Password

1. Access the o Change your password
Change your tor Sccount don@donhec coe
password
function

esnssnssnane

2. Click Generate New passward
Password icon

| Repesat password

3. Click Fill I
Password - s

BN arAG

And ceee BHOW OFTGINE

R

Inch

=t/ www.SeniorTechClub.com

Update LastPass Password

4. Click Update to Update
the LastPass password

Uptiole password)
@ ’

| WUNTI0 300 3 Naw Acoount

This is the same prompt R NEa

you will receive whenever

LastPass determines that /
your password has been

updated.

Look in the upper right
corner of your screen.

Inch
ik

www.SeniorTechClub.com
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LastPass Action Plan

Take Action Starting Today:
IWhat is LastPass? Why do | need it?
VICreate a LastPass Account
“IInstall Extensions and Apps
VIUnderstand the LastPass Vault
VIUsing LastPass — What to Expect

www.SeniorTechClub.com

Demo
Time

46
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You Homework
Assignment...

Over the next few days:

1. Create your LastPass account

2. Install the software

3. Capture or Add your First Passwords
4

. Access your passwords while browsing

Come back in one week with your
results and questions. (Optional —
Registration required)

Inch

=t/ www.SeniorTechClub.com
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Follow-up Questions?
don@SeniorTechClub.com

More Information & Download

links.SeniorTechClub.com/SHIFT10

2/24/2021
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Tha n~kJYo u!

Stay Well
Watch your Distance
Wash Your Hands
Keep Learning

49
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